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Abstract: Combined with digital twins and cyber-space modeling and simulation, the network digital
twins (NDT) technology with in-deep research can enable the development of diverse techniques of cyber
security. The basic concept and research history of NDT are summarized, and a taxonomy is proposed to
survey applications of NDT. A security-oriented network digital twin model (CyS-NDT) is concluded
through the literature. The relationship between the internal security problem of NDT and the method of
enabling network security technology is discussed to prospect further challenges and opportunities.
Keywords: digital twins; cyberspace modeling and simulation; cyberspace security; cyber defense; cyber
evaluation
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